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Processing of e-mandate in Unified Payments Interface (UPI) for recurring transactions

RBI/2019-20/139 DPSS.CO.PD No.1324/02.23.001/2019-20 		January 10, 2020

The Managing Director & CEO
National Payments Corporation of India

Please refer to our circular DPSS.CO.PD.No.447/02.14.003/2019-20 dated August 21, 2019 on “Processing of e-mandate on cards for recurring transactions” whereby processing of e-mandate on cards / Prepaid Payment Instruments (PPIs) was permitted for recurring transactions (merchant payments), with Additional Factor of Authentication (AFA) during e-mandate registration, modification and revocation, as also for the first transaction, and simple / automatic subsequent successive transactions, subject to certain conditions.

2. On a review of the developments since this facilitation, it has been decided to extend the above instructions to cover UPI transactions as well. All the instructions / conditions outlined in the circular under reference would apply, mutatis mutandis, while processing e-mandate in UPI. This is also in line with the measures proposed for furthering digital payments announced vide, the RBI Press Release dated November 8, 2019.

3. This directive is issued under Section 10 (2) read with Section 18 of Payment and Settlement Systems Act, 2007 (Act 51 of 2007).

4. This may be brought to the notice of all the members of UPI.



Framework for imposing monetary penalty on authorised payment system operators / banks under the Payment and Settlement Systems Act, 2007

RBI/2019-20/140 DPSS.CO.OD.No.1328/06.08.005/2019-20		January 10, 2020

The Chairman / Managing Director / Chief Executive Officer 
Authorised Payment System Operators / Banks

Please refer to the Reserve Bank of India (RBI) circular DPSS.CO.OD.No.1082/06.08.005/2016-17 dated October 20, 2016 advising the framework for imposition of monetary penalty and compounding of contraventions / offences under Sections 30 and 31, respectively of the Payment and Settlement Systems (PSS) Act, 2007.

2. The payment system landscape has witnessed rapid developments since then with increased adoption of technology, availability of payment products, entry of more non-bank players, dis-intermediation, significant surge in turnover, etc. To ensure that the payment systems are safe and secure and the various stakeholders conform to regulatory requirements, on review it has been decided to revise the process of levy of penalty on payment system operators by the Reserve Bank of India.

3. A table showing the changes made to the existing framework is in Annex 1; salient features of the revised framework are in Annex 2. The revised framework continues to centre around objectivity and transparency in the decision-making process. It may be noted that action taken under this framework would be without prejudice to any other laws of the country.

Annex 1

Framework for imposing monetary penalty on authorised payment system operators / banks under the Payment and Settlement Systems Act, 2007 – Existing framework vis-à-vis the Revised framework

	Sr. No.
	Subject
	Existing Framework
(Circular dated October 20, 2016)
	Revised Framework
(Circular dated January 10, 2020)

	1.
	Powers of RBI to impose fine and compound
	Powers of RBI to impose fine and compound contraventions have been mentioned; the type of contravention / violation for which RBI has powers to impose fine and compound, are not explicitly indicated.
	RBI has powers to impose monetary penalty in respect of certain contraventions as well as compound certain contraventions. The type / nature of contravention for which penalty can be imposed and compounded are different and vary. This has been detailed including the procedure to be followed.

	2.
	Procedure for imposing monetary penalty / fine
	Single procedure for imposing monetary penalty / fine in respect of contraventions identified by RBI as well as compounding of contraventions.
	Considering that the powers of RBI to impose monetary penalty and compound contraventions are different, and further that the nature of identification of contraventions is also different, separate procedures have been proposed.

	3.
	Delegation of powers to impose fine and compound contraventions
	There is no mention of delegation of powers or about the designated authority.
	The powers to impose monetary penalty on account of RBI identified contraventions and compounding of contraventions have been separated.

	
	
	
	
	

	4.
	Issuance of Show Cause Notice (SCN)
	In case RBI is not satisfied with the explanation furnished by the contravener, a SCN shall be issued. There is no methodology for considering various parameters to decide on its issue.
	The decision to issue SCN will be based on certain parameters dovetailed in a Scoring Matrix.
	

	5.
	Action based on nature of contravention
	No such procedure.
	Will depend on whether the contraventions are quantifiable or non-quantifiable.
	

	6.
	Amount of monetary penalty
	For quantifiable contraventions – a minimum penalty of Rs. 5 lakh.

For non-quantifiable contraventions - a penalty of minimum Rs. 5 lakh with a maximum of Rs. 1 crore.
	Objective methodology dovetailed into a scoring matrix to determine the amount of penalty to be imposed, including action for non-compliance.
	

	7.
	Type of contraventions that can be compounded
	All contraventions could be compounded.
	All offences mentioned in Section 26 of PSS Act, 2007 except those relating to sub-section 2 of Section 26, can be compounded.

All eligible contraventions, irrespective of its nature of being quantifiable or non-quantifiable, shall be compounded.
	




Annex 2

1. Offences and Penalties

1.1 Section 26 of the Payment and Settlement Systems (PSS) Act, 2007 defines the following activities as offences, which are punishable with imprisonment or fine or both:

i. operation of a payment system without authorisation by RBI;
ii. failure to comply with the terms and conditions subject to which authorisation was issued;
iii. wilful submission of a false statement of information or wilful omission to submit a material statement in any application for authorisation or return or other document;
iv. failure to produce any statement, information, returns or documents;
v. disclosure of any prohibited information;
vi. non-compliance of RBI directions or failure to pay the penalty imposed by RBI; and
vii. contravention of any provisions of the Act or of any regulation, order or direction made or given thereunder, in respect of which no penalty has been specified.

2. Powers of RBI to impose fine

2.1 In terms of Section 30 of the PSS Act, RBI is empowered to impose a penalty not exceeding ₹ 5 lakh or twice the amount involved in such contravention or default where such amount is quantifiable, whichever is more, in case of contraventions / defaults of the nature mentioned in Section 26 (2) and 26 (6) of the Act. Further, if such contravention or default is a continuing one, a further penalty up to ₹ 25,000/- for every day after the first during which the contravention or default continues, can be imposed.


3. Powers of RBI to compound offences

3.1 Section 31 of PSS Act empowers RBI to compound contraventions of any of the punishable offences under the Act, not being an offence punishable with imprisonment / imprisonment and fine.

4. With the continuous evolution and increased pace of development of payment landscape in the country, including the entry of non-bank players leveraging the technological developments, and the consequent requirement to ensure safe, secure and efficient payment systems, a need was felt to review the entire process of levy of penalty so as to ensure the efficacy of implementation of various RBI directions and regulations.

5. Accordingly, the entire process has been reviewed and a revised framework, as briefed below, is being put in place with immediate effect.

6. Principles for imposing monetary penalty / compounding a contravention

6.1 Following factors will be considered for determining the materiality of a contravention, whether on account of those identified by RBI or a compounding application from the contravener:

i. Severity of contravention in terms of degree of breach of norms/limits (isolated, localised, extensive, widespread);
ii. Period and frequency of a similar contravention during the past 5 years;
iii. Seriousness of the contravention; Percentage of amount involved in the contravention vis-à-vis total value of transactions handled by the contravener during the period under consideration;
iv. Amount involved in the contravention; and
v. Submission of wrong / false / incomplete compliance.

6.2 Following factors will be considered for determining the amount of monetary penalty to be imposed on any entity, resulting from 6.1 above:

i. Amount of gain or unfair advantage, wherever quantifiable, accruing to the contravener as a result of the contravention;
ii. Amount of loss caused to any other authority / agency / exchequer and / or to any other market participant;
iii. Monetary benefits accruing to the contravener from delayed / non-compliance;

7. Imposition of monetary penalty for RBI identified contraventions

(i) An indicative list of the contraventions / violations is as under:

a. Wilful submission of a false statement of information or wilful omission of a material statement to RBI;
b. Delay / non / incomplete / incorrect submission of various statutory / regulatory returns / statements / documents, etc.;
c. Contravention of any provisions of the Act or of any regulation, directions / instructions made thereunder;
d. Issues in maintenance of net worth requirements, etc.
e. Non-compliance with Know Your Customer (KYC) and Anti-Money Laundering (AML) norms;
f. Issues in maintenance of nodal / escrow accounts;
g. Breach of limits in loading, fund transfer, etc. of PPIs;
h. Inadequacies in storage of payment system data in India; and
i. Any other contravention of directions / instructions – specific or general.

(ii) Designated authority to impose penalty

· In case of quantifiable contraventions, a Committee of Senior Officers, comprising of the Chief General Manager / Officer-in-Charge, Department of Payment and Settlement Systems (DPSS), Central Office and senior officers from two other Departments of RBI, shall be the designated authority.
· In case of non-quantifiable contraventions, a Committee, comprising of ED in-Charge of DPSS and Chief General Managers from two other Departments of RBI (Committee of CGMs), shall be the designated authority.
· For contraventions, partly quantifiable and partly non-quantifiable, the Committee of CGMs shall be the designated authority.

(iii) Procedure for imposing penalty

(a) Call for information: On receipt of information on a contravention, RBI may call for additional information from the contravener.
(b) Issue of Explanation Letter: On identification of a contravention, a letter calling for explanation would be issued to the contravener.
(c) Issue of Show Cause Notice (SCN):
· If the RBI is not satisfied with the reasons / explanations furnished by the contravener, an SCN may be issued based on the parameters mentioned in para 6.1 above, advising the contravener to show cause as to why the amount specified in the notice should not be imposed as penalty. For the purpose, a matrix has been formulated to derive a weighted score based on certain parameters.
· In cases where a contravener has already been issued with more than one Cautionary / Warning / Displeasure letters for a particular type of contravention by RBI on earlier occasions of contraventions during the last 5 years, an SCN shall be issued on the subsequent occasion/s irrespective of the overall weighted score arrived at.
(d) Personal Hearing: The contravener shall be provided with a reasonable opportunity of being heard, if requested by the contravener in reply to the SCN.
(e) Issue of Speaking Order: The Designated Authority shall pass a Speaking Order based on the information and supportive documents presented by the contravener and also the submissions made in this connection by them during the personal hearing.

(iv) Amount of monetary penalty:

(a) The amount of monetary penalty may vary depending on impact on account of various factors.
(b) The amount of monetary penalty for a contravention shall not exceed ₹ 5 lakh or double the amount of contravention, whichever is higher, where such amount is quantifiable. For non-quantifiable contravention, the maximum penalty shall be ₹ 5 lakh per contravention.
(c) A Matrix has been formulated for determining the amount of penalty. The actual amount may vary depending on the circumstances of the cases.
(d) The amount of penalty, after considering the mitigating factors, may differ depending upon the extent of overall weighted score, as given in Appendix 1. In case where the amount of resultant penalty may affect the viability of the contravener or otherwise disproportionate or unfair, or even where neither the extent of impact nor the intent of committing the contravention is clearly established, the designated authority may exercise its discretionary power and take a fair view to either reduce or impose an appropriate amount of penalty, subject to statutory limits.

(v) Payment of monetary penalty:

(a) The monetary penalty shall be payable within a period of thirty days from the date of the order.
(b) In case of failure in payment of penalty amount, RBI will initiate appropriate action against the contravener as per Section 8 or Section 30 (3) or Section 33 of PSS Act.

(vi) Disclosure:

(a) The entities shall disclose the details of monetary penalty paid in their Notes to Accounts that are part of Annual Financial Statements for the financial year in which the penalty is levied.
(b) RBI shall disclose the penalty levied on its website.

8. Compounding of contraventions

(i) An indicative list of the contraventions / violations for compounding, is as under:

a. Failure to comply with the terms and conditions of authorisation issued by RBI;
b. Failure to produce / furnish any statement, information, returns or other documents to RBI or answer any question relating to the operation of payment system;
c. Disclosure of any information prohibited under Section 22 of PSS Act;
d. Non-compliance / contravention of any provisions of the Act / Regulation / order / directions made or given in respect of which no penalty has been specified in the Act;
e. Violations of KYC / AML norms;
f. Delay / non / incomplete / incorrect submission of various statutory / regulatory returns / statements / documents, etc. (other than an act punishable under sub-section 2 of Section 26)
g. Issues in maintenance of nodal/escrow accounts;
h. Breach of limits in loading, fund transfer, etc. of PPIs;
i. Inadequacies in storage of payment system data in India; and
j. Any other contravention of directions / instructions – specific or general.

(ii) Compounding Authority – The CGM / Officer-in-charge, DPSS, Central Office will be the Compounding Authority for cases of compounding involving quantifiable contraventions, and ED-in-charge of DPSS will be the Compounding Authority for compounding cases involving non-quantifiable contraventions.

(iii) Eligibility for compounding:

a. All contraventions (quantifiable or non-quantifiable) of the nature of offences mentioned in Section 26 (1), (3), (4), (5) and (6) of PSS Act, 2007, are liable to be compounded.
b. The cases which involve money laundering, terror financing or affect sovereignty and integrity of nation, shall not be compounded by RBI.
c. The applications submitted for compounding of eligible contraventions shall be accepted by RBI even if the same is pending before any court of law (on the basis of complaint filed by RBI).
d. Where a contravention has been compounded by RBI, no proceeding or further proceeding shall be initiated or continued, as the case may be, against the person committing such contravention, in respect of the contravention so compounded.

(iv) Procedure for compounding:

a. Submission of compounding application: A contravener wishing to seek compounding of eligible contraventions, shall submit an application, along with information relating to facts and circumstances resulting in commission of contravention, a copy of Memorandum and Articles of Association and latest audited balance sheet, in the prescribed format (Appendix 2) to the Chief General Manager, Department of Payment and Settlement Systems, Reserve Bank of India, Central Office, Mumbai. He / she shall also give an undertaking that they are not under any enquiry / investigation / adjudication by any Law Enforcement Agency, such as Directorate of Enforcement, Directorate of Revenue Intelligence, Central Bureau of Investigation, etc.
b. Examination of Compounding Application: On receipt of the application for compounding, the same shall be examined by RBI and taken up for compounding process.
c. Call for information: The RBI may call for any information, record or any other documents relevant to the contravention.
d. Personal Hearing: The contravener shall be provided with a reasonable opportunity of being heard by the respective Compounding Authority irrespective of whether the contravener has opted for the same.
e. Issue of Compounding Order: The Compounding Authority shall pass an order in the compounding application as expeditiously as possible, but not later than a period of 6 months from the date of receipt of the complete Compounding Application.

(v) Compounding Amount:

a. The basis for calculation of compounding amount will be the same as for penalties (as prescribed in Appendix 1).
b. The compounding amount may be 25% less than the calculated amount (as per Appendix 1) that would have otherwise been imposed under Section 30 of the Act.
c. The compounding amount shall not exceed ₹ 5 lakh or double the amount of contravention, whichever is higher, in case of quantifiable contraventions, whereas in respect of non-quantifiable contraventions it shall not exceed ₹ 5 lakh.
d. In case of repeated contraventions (within a period of 5 years) in respect of which compounding has been done on earlier occasion, the compounding amount may be increased by 50 per cent of the calculated amount (as per Appendix 1).



(vi) Payment of compounding amount:

a. The amount specified in the Order of Compounding shall be paid within a period of 30 days from the date of the Order.
b. In case of failure to pay the compounding amount for which contravention was earlier compounded, it shall be deemed that the contravener did not make an application for compounding of contravention under the PSS Act, and the RBI shall be free to take appropriate action under the Act.

(vii) Disclosure: RBI shall make public the compounding amount levied on the entity for compounding of contraventions on its website.


Cash withdrawal using Point of Sale (PoS) terminals

RBI/2019-20/154 DPSS.CO.PD No.1465/02.14.003/2019-20		January 31, 2020

The Chairman / Managing Director / Chief Executive Officer
All Scheduled Commercial Banks (SCBs) including Regional Rural Banks (RRBs) / Urban Co-operative Banks (UCBs) / State Co-operative Banks (StCBs) / District Central Co-operative Banks (DCCBs) / Payments Banks (PBs) /Small Finance Banks (SFBs) / Authorised Card Payment Networks

Please refer to our circulars DPSS.CO.PD.No.147/02.14.003/2009-10 dated July 22, 2009, DPSS.CO.PD.No.563/02.14.003/2013-14 dated September 5, 2013, DPSS.CO.PD.No.449/02.14.003/2015-16 dated August 27, 2015 and DPSS.CO.PD.No.501/02.14.003/2019-20 dated August 29, 2019, in terms of which banks are required to obtain one time permission from the Reserve Bank of India (RBI) for offering the facility of cash withdrawal at PoS terminals deployed by them.

2. It has been decided that the requirement of obtaining permission from the RBI be dispensed with and that henceforth, banks may, based on the approval of their Board, provide cash withdrawal facility at PoS terminals. The designated merchant establishments may be advised to clearly indicate / display the availability of this facility along with the charges, if any, payable by the customer.

3. All other provisions, including those pertaining to the submission of data / reports to RBI, shall continue as hitherto.

4. These directions are issued under Section 10(2) of Payment and Settlement Systems Act, 2007 (Act 51 of 2007).



Date: Jun 05, 2020
RBI announces creation of Payments Infrastructure Development Fund

The Reserve Bank announces creation of a Payments Infrastructure Development Fund (PIDF) to encourage acquirers to deploy Points of Sale (PoS) infrastructure (both physical and digital modes) in tier-3 to tier-6 centres and north eastern states.

Over the years, payments ecosystem in the country has evolved with a wide range of options such as bank accounts, mobile phones, cards, etc. To provide further fillip to digitisation of payment systems, it is necessary to give impetus to acceptance infrastructure across the country, more so in underserved areas.

The Reserve Bank will make an initial contribution of ₹250 crores to the PIDF covering half the fund and remaining contribution will be from card issuing banks and card networks operating in the country. The PIDF will also receive recurring contributions to cover operational expenses from card issuing banks and card networks. The Reserve Bank will also contribute to yearly shortfalls, if necessary.

The PIDF will be governed through an Advisory Council and managed and administered by Reserve Bank.



Reserve Bank sensitises members of public on safe use of digital transactions

										Date: Jun 22, 2020

Safety and security of digital transactions are of paramount importance to their users. The Reserve Bank has put in place many mechanisms to ensure the same by continuously and actively undertaking digital awareness campaigns in the print and Audio-Visual media, including through the Bank’s flagship programme “RBI Kehta Hai”.

In recent days there are reports of users falling prey to fraudsters who are luring them on fictitious pretexts, such as alleged completion of KYC requirements, impersonating identities and websites of banks and payment system operators, etc.

To promote safe digital transactions among the general public it is reiterated that users should take care by (i) not sharing with anyone their ATM / Card (Debit / Credit / Prepaid) details; (ii) not sharing their Password, PIN, OTP, CVV, UPI-PIN, etc.; (iii) avoid undertaking banking or other financial transactions through public, open or free wifi-networks; and (iv) not storing important banking data on the mobile, e-mail, electronic wallet or purse. Consumers may remember that banks and other payment systems operators never ask for details such as password, PIN, OTP, CVV number.


Instances of Payment Frauds – Enhancing Public Awareness Campaigns Through Multiple Channels

RBI/2019-20/256 DPSS.CO.OD.No.1934/06.08.005/2019-20		June 22, 2020

The Chairman / Managing Director / Chief Executive Officer
Authorised Payment System Operators (banks and non-banks) / Participants of Payment Systems (banks and non-banks)


As you are aware, safety and security of digital transactions are of paramount importance. Reserve Bank has been taking measures to improve awareness through its e-BAAT programmes and organising campaigns on safe use of digital payment modes, to avoid sharing critical personal information like PIN, OTP, passwords, etc.

2. Inspite of these initiatives, incidence of frauds continue to bedevil digital users, often using the same modus operandi users were cautioned about, such as luring them to disclose vital payment information, swapping sim cards, opening links received in messages and mails, etc. There are also cases of users being tricked into downloading spurious apps that access critical information stored on devices. It is, therefore, essential that all payment systems operators and participants – banks and non-banks – continue and reinforce efforts to spread awareness about digital safety.

3. All authorised payment systems operators and participants are hereby advised to undertake targeted multi-lingual campaigns by way of SMSs, advertisements in print and visual media, etc., to educate their users on safe and secure use of digital payments.



Enhancing Security of Card Transactions

RBI/2019-20/142 DPSS.CO.PD No.1343/02.14.003/2019-20 		January 15, 2020

The Chairman / Managing Director / Chief Executive Officer
All Scheduled Commercial Banks (SCBs) including Regional Rural Banks (RRBs) / Urban Co-operative Banks (UCBs) / State Co-operative Banks (StCBs) / District Central Co-operative Banks (DCCBs) / Payments Banks (PBs) / Small Finance Banks (SFBs) / Local Area Banks (LABs) / Authorised Card Payment Networks / Non-Bank PPI issuers

Over the years, the volume and value of transactions made through cards have increased manifold. To improve user convenience and increase the security of card transactions, it has been decided as under:

a) At the time of issue / re-issue, all cards (physical and virtual) shall be enabled for use only at contact-based points of usage [viz. ATMs and Point of Sale (PoS) devices] within India. Issuers shall provide cardholders a facility for enabling card not present (domestic and international) transactions, card present (international) transactions and contactless transactions, as per the process outlined in para 1 (c).

b) For existing cards, issuers may take a decision, based on their risk perception, whether to disable the card not present (domestic and international) transactions, card present (international) transactions and contactless transaction rights. Existing cards which have never been used for online (card not present) / international / contactless transactions shall be mandatorily disabled for this purpose.

c) Additionally, the issuers shall provide to all cardholders:

a. facility to switch on / off and set / modify transaction limits (within the overall card limit, if any, set by the issuer) for all types of transactions – domestic and international, at PoS / ATMs / online transactions / contactless transactions, etc.;
b. the above facility on a 24x7 basis through multiple channels - mobile application / internet banking / ATMs / Interactive Voice Response (IVR); this may also be offered at branches / offices;
c. alerts / information / status, etc., through SMS / e-mail, as and when there is any change in status of the card.

2. The provisions of this circular are not mandatory for prepaid gift cards and those used at mass transit systems.

3. Issuers and card networks may give wide publicity to the provisions of this circular.

4. These directions are issued under Section 10(2) of the Payment and Settlement Systems Act, 2007 (Act 51 of 2007) and shall come into effect from March 16, 2020.



Electronic Cards for Overdraft Accounts

RBI/2019-20/225 DOR.FSD.BC.No.67/24.01.041/2019-20 			April 23, 2020

All Scheduled Commercial Banks

Please refer to Para II.2 of ‘Master Circular on Credit Card, Debit Card and Rupee Denominated Co-branded Pre-paid Card Operations of Banks and Credit Card issuing NBFCs’ dated July 1, 2015 wherein banks have been permitted to issue debit cards to customers having Saving Bank/Current Accounts but not to cash credit/loan account holders. In this connection, it has been decided to permit banks to issue electronic cards to natural persons having Overdraft Accounts that are only in the nature of personal loan without any specific end-use restrictions. The card shall be issued for a period not exceeding the validity of the facility and shall also be subject to the usual rights of the banks as lenders.

2. The electronic card for Overdraft Accounts in the nature of personal loans shall be allowed to be used for domestic transactions only. Further, adequate checks and balances shall be put in place to ensure that the usage of such cards is restricted to facilitate online/ non-cash transactions. The restriction on cash transaction will not apply to overdraft facility provided along with Pradhan Mantri Jan Dhan Yojana (PMJDY) accounts.

3. Prior to launching the product, the banks shall frame a Board approved policy on issuance of electronic cards to above mentioned Overdraft Accounts, encompassing appropriate risk management, periodic review procedures, grievance redressal mechanism, etc., which will be subject to supervisory review.

4. The card shall be issued subject to instructions on terms and conditions, security, grievance redressal, confidentiality of customer information as applicable for debit cards and all other relevant instructions on card operations issued by the Reserve Bank.
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